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About Hands Up Mallee

Established in 2015, Hands Up Mallee (HUM) is a place-based collective impact initiative in the
Mildura LGA in the far northwest of Victoria. A group of local leaders began the HUM initiative
when they recognised that we needed to work together differently to address social, health and
well-being equity issues in our community.

HUM works in partnership with the community, local service providers, agencies and all levels of
government. The initiative takes a place-based approach to solutions for local issues centring on
community voice and combining this with locally relevant data and current research to develop
collective action for a better community for children, young people and their families. HUM is
committed to continuous learning and improvement concerning its work to achieve positive social
outcomes for the Mildura community.

Ethics, privacy and safety

Introduction

The Ethics, privacy and safety framework guides how HUM and all its functions have agreed to
work. HUM firmly believes it is integral to the trust and transparency needed to work with the
community. This framework is also intended to facilitate increased agency and relationships for,
and with, the community by provision and experience of ethical and safe interactions.

HUM’s ethical, privacy and safety framework is supported by the following:
e Ethical, privacy and safety practice guide — currently being developed
e Cultural safety framework — to be developed

o Data sovereignty framework — to be developed



About this framework

Why HUM needs this framework

Place-based work relies heavily on working with the community, services and government in many
different ways. This framework helps guide these activities to meet HUM’s ethical standards and
privacy obligations and to protect the safety of all participating people.

HUM’s framework provides additional support and guidance for HUM’s activities, including:

e (Governance

e Collection, use and storage of data, images and voice

e Engagement with partners, services, businesses and consultants
o Researchers

e Funders and government

e Tenders and grants

o Data requests, collection, sharing and sovereignty

e Measurement, Evaluation and Learning Team.

Framework purposes

This framework identifies the considerations and expectations concerning ethics, privacy and
safety. Including explaining:

e The importance of considering ethics, privacy and safety in HUM’s work

e What ethics, privacy and safety mean in the multiple contexts of engaging and collaborating
with:

o people, including community members (children, young people, families and other
community members)

service partners

businesses

consultants

funders

government

researchers.

O O O O O O

¢ When and how ethics, privacy and safety are considered and applied.



Definitions

A list of definitions is included below to help use and understand this guide.

Act

Data

Ethics

Framework

Informed consent

Legislation

Policy

Prior consent

Privacy

Safety

An Act has been presented and passed by Parliament and is law,
meaning it must be followed.

Facts and statistics are collected together for reference or analysis. This
includes voice, image and written data.

Ethics are the moral principles or values that guide our ways of working.
There are no legal or regulatory obligations when it comes to ethics.
Ethical practice requires reflecting on and reckoning with dynamics of
power, responsibility and the effects of our work.

A framework is a supporting structure. It can be put in place to show
how or what to consider when implementing legislation, Acts, policies
etc.

A process in which people are given adequate information, including
possible risks and benefits, about the activity they have the option to
participate in. To be successful this includes ensuring communicating in
a way appropriate to the person’s needs, and that reasonable time is
allowed for them to make a decision. Informed consent is consent given
freely without undue pressure or coercion.

Legislation means it is law and there is a legal requirement to adhere to
the legislation.

A principle or course of action. They outline the organisations or
governments plan on addressing certain issues and set out
expectations. Policies can have an impact on values, philosophy and
culture.

Prior consent means that consent has been sought before the activity
they have the option to participate in.

Privacy is the protection of the handling of personal information about
individuals. Protecting privacy includes collecting, using, storing, and
disclosing personal information.

Safe practice means practice that does not put you or those in your care
at undue risk, including physical, mental or emotional risk.



Principles for ethics, privacy and safety

Respect

Importance is placed on people feeling comfortable and safe and in honouring their abilities and
limits.

We do this by asking:
e Am | treating the participant as a person and collaborator rather than a subject?
e Am | aware and considerate that there are cultural expectations and sensitivities?

e Am | aware of the communication sensitivities?
e Are my actions thoughtful and kind?

Responsibility
People’s current and future interests are protected.
We do this by asking:

e Am | confident that our work isn't harmful to the participants?

e Am | collecting only the information that | need and will not put the participant/s in a
compromised position?

e Are participants aware of the consequences of what they have shared?

o Have | sought prior consent to make sure the participant has enough time to understand
and consider their options?

e Do | have their informed consent?

e Am | safeguarding the information that might compromise a participant in some way?

Honesty
Communication and actions are appropriate, concise, truthful and timely.
We do this by asking:

e Am | communicating or acting in a way the participants understand?
e Am | being clear about what we are doing and the intended outcome?



Defining ethics, privacy and safety

- -
Ethics Privacy Safety
The HUM Collective values its role in ensuring that HUM collaborators and the broader community It is important to keep our collaborators safe from
its work, actions and interactions meet the ethical have a right to privacy. Including but not limited to physical, emotional or mental harm or other
expectations of HUM collaborators.Ethics are the the ability to control who can see and use undesired negative outcomes that might result from
moral principals or values that act as a compass for information (data, stories etc.) about them. working with HUM.

our ways of working.

Ethics

Ethics are the moral principles or values that act as a guide for ways of working, there are no
regulatory or legislative requirements relating to ethics. However, HUM will use checkpoints
assess risk and will follow up with experts where flags are identified. The practice guide shows
how this is applied.

Some key considerations in ensuring the ethical practice in HUM’s work are:

FREED{OM EGUNTABLE
TO VALUE FOR
CHOOSE i COLLABORATORS

CLEARLY

COMMUNICATED
CONSENT

INDEPENDANT
CONTACT &
COMPLAINTS




. Freedom to choose: People working with HUM can decide if they participate and can
withdraw their consent at any time.

. Clearly communicated consent: People collaborating with HUM are provided with all
information to enable informed consent that best meets their needs.

. Independent contacts and complaints: HUM'’s allocated contact and complaints people
are independent of each other to ensure that the people working with HUM feel that they
can have queries answered or complaints handled in a safe, independent and confidential
manner.

. Equitable value for collaborators: People collaborating with HUM come from varied
places and experiences, and their contributions are equally valuable. As such, there should
be an equitable exchange for their contributions. This exchange may vary in form. For
example, it may include payment for participation or sharing of outcomes.

. Collaborative data decisions: People and services working with HUM should have a say
in the data gathered and where and how it is used. Collaborative data decisions must also
consider and align with HUM’s data sovereignty principles.

. Clear and consistent communication: People engaging with HUM should be able to
easily access up-to-date information about the work they are participating in.



Privacy

HUM adheres to the relevant federal and state privacy policies and workplace-related concerns.

People working and engaging with HUM have a right to privacy. This right includes and is not
limited to controlling who can see or use information (e.g. data, stories) about them. Their rights
and access are subject to relevant legislation.

TRUSTED PERSOM iy ) SECURE

CONNECTION & ! Je== AND SEPARATE
COMNSENT : X STORAGE

Critical steps in ensuring the privacy of people engaging with HUM are:

1. Trusted person connection and consent: First contact with community members is made
by a person with whom they have an existing, trusted relationship.

2. Secure and separate storage: Information collected is stored securely, electronically, and
separately to personal details.

3. Data coding and de-identification: Data/information shared with HUM will be de-
identified, coded, and stored securely and separately. Care is taken to ensure that the
person, their family or others mentioned will not be identified without their informed consent.
See Appendix A for the legislation and policies relating to HUM’s work.



Safety

The safety of all people working with HUM is a high priority in developing and delivering all HUM
activities, keeping people safe from physical, emotional or mental harm or other adverse
undesired outcomes. Continuous monitoring and safety assessments are undertaken, and
adjustments are made as required. We want people to feel valued and cared for.

Critical steps in ensuring safety when working with HUM are:

TRUSTED PERSON
SUPPORTING
COLLABORATOR
SAFETY

CREATING

SAFE
SPACES

SAFE
FACILITATOR
PRACTICES

1. The trusted person supporting safety: Trusted people who support community members
to work with HUM help ensure that the safety needs of those individuals have been
established and communicated.

2. Creating safe spaces: Events, meetings and other interactions should be conducted in
safe, welcoming, suitable spaces with privacy appropriate to the activity.

3. Recording (video, audio, photographic and written) is only done with the prior informed
consent of the participants.

4. Safe facilitator practices: Activities are facilitated by a person who has experience
working safely with people, with a solid understanding of the effects of cultural and
intersectional identities, trauma and experiences of vulnerability.

All leads/facilitators must have a current national crime check and, where appropriate, a
current Working with Children Check.

5. Freedom to choose: People working with HUM are aware of their right to exit from
participation at any time or withdraw consent and be supported to do so safely.

6. Safety support: Timely and appropriate response to safety support when requested or
required.

7. Access to debrief: With a person in a safe and supportive space when requested or
required.



When to consider ethics, privacy and safety

Ethics, privacy and safety are embedded throughout all stages of HUM work, including the
planning, delivery and evaluation of work, and with all people working with HUM.

It is important to note that people’s cultural and intersectional identities, trauma and experiences of
vulnerability add further needs and complexities that should be supported to ensure their ethical
inclusion, privacy and safety.

For example, people who are from the following non-exhaustive list:

e People under the age of 18
e Aboriginal and Torres Strait Islander People

e People who are or have life experiences that may make them vulnerable to exploitation, have
different communication needs or trauma, e.g., Unhoused people, people with a mental illness,
people with a disability, people who have experienced intimate or partner violence etc.

e Newly arrived migrants and refugees

¢ People with additional communication needs, e.g. Non-English speakers, people who speak
English as a secondary language, people with hearing or speech difficulties, or other
communication differences.

Supporting documents

HUM is developing a range of documents to support and assist with the practical implementation
of the ethics, privacy and safety framework.

Ethics, privacy and safety practice guide
A practical guide on how to consider and implement the ethics, privacy and safety framework.

Currently being developed.

Cultural safety framework

To be developed.

Data sovereignty framework

To be developed.



Legislation, policies and frameworks

Legislation, policies and frameworks that are relevant for Hands Up Mallee’s work include and are
not limited to the following.

Victorian
The Charter of Human Rights and Responsibilities Act 2006 (Vic)
Child Safe Standards (Vic) July 2022

Privacy and Data Protection Act 2014 (Vic)

Federal

Privacy Act 1988 (Commonwealth)

Spam Act 2003

Principles and frameworks
Australian Privacy Principles
Five Safes framework

Victorian Privacy Principles

Cultural safety

Evaluation practice in Aboriginal and Torres Strait Islander settings — www.betterevaluation.org

First Nations Cultural Safety Framework — www.aes.asn.au

Workplace policies and procedures

Hands Up Mallee is auspiced by Sunraysia Community Health Services and is required to adhere
to its workplace policies and procedures. Relevant policies and procedures include, but are not
limited to:

SCHS policy regarding: Communications & Technology
Prompt Doc No: SCH0001410 v1.0

SCHS Consumer feedback Form
Prompt Doc. No.: SCH0000694 v4.0



SCHS procedure regarding: Incident Reporting
Prompt Doc No: SCH0116210 v6.0

SCHS procedure regarding: Privacy and Confidentiality
Prompt Doc No: SCH0116120 v4.0



